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February 26, 2009

VIA ECFS
Marlene H. DOItch
Office of the Secretary
Federal Communications Commission
445 12th Street, S.W., Suite TW-A325
Washington, DC 20554

Re: Annual CPNI Certification in EB Docket No. 06-36

Dear Ms. Dortch:

Please accept Tri County Telephone Association, Inc. and TCT West, Inc.'s
attached annual CPNI certification and accompanying statement of operating procedures
ensuring CPNI compliance. If you have any questions, or should you need any additional
information, please do not hesitate to contact the undersigned.

Sincerely,

lsi
Cory Jackson
Corporate Counsel
Tri County Telephone Association, Inc.

Enclosure

cc: Best Copy and Printing, Inc. (via e-mail)



Annual 47 CFR 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 47 CFR 64.2009(e) Certification for 2008

Date Filed: February 26,2009

Name of company covered by this certification: Tri County Telephone Association, Inc.,
and its subsidiary TCT West, Inc.

Form 499 FRN: Tri County Telephone Association, Inc. - 8080 II
TCT West, Inc. - 808012

Name of Signatory: Chris Davidson

Title of Signatory: General Manager ofTri County Telephone Association, Inc.;
President ofTCT West, Inc.

I, Chris Davidson, certify that I am an officer of the Tri County Telephone Association,
Inc., and its subsidiary TCT West, Inc. (hereinafter collectively referred to as "Tri
County"), and acting as an agent ofTri County, that I have personal knowledge that Tri
County has established operating procedures that are adequate to ensure compliance with
the Commission's CPNI rules. See 47 C.F.R. 64.2001 et seq.

Attached to this ce11ification is an accompanying statement explaining how Tri County's
procedures ensure that the company is in compliance with the requirements set forth in
section 64.2001 et seq. of the Commission's rules.

Tri County has not taken any actions (proceedings instituted or petitions filed by the
company at either a state commission, the court system, or at the Commission against any
data broker) against data brokers in the past year.

Tri County has not received any customer complaints in the past year concerning the
unauthorized release of CP I.

Cd u;£
Chris Davidson



STATEMENT EXPLAINING HOW TIlE COMPANY'S PROCEDURES ENSURE
COMPLIANCE WITll THE COMMISSION'S CPNI RULES

Tri County Telephone Association, Inc, has established operating procedures to ensure
compliance with the Federal Communications Commission's ("Commission") CPNI
rulcs at 47 CF,R, §§ 64,2001 et seq" as well as the requirements of 47 U,S,C § 222(c),
These proeedures apply equally to Tri County Telephone Assoeiation, Inc,'s subsidiary
TCT West, Inc, (togcther "Tri County"), Generally, thcse procedures are as follows:

(I) Individual employces are required to adhere to Tri County's internal CPN I
proteetion proccdures, which have been established to comply with the
Commission's CPNI rules as well as 47 U,S,C § 222, This requircmcnt is clcarly
cstablishcd in Tri County's employee handbook, understanding of which all
employees are required to acknowledge, Failure to adhere to these rules thus
subjects employees to Tri County's disciplinary process which can ultimatcly
result in termination of employmcnt.

(2) Further, to make certain that all employecs are fully eapable of identifying CPNI
as well as understanding this information's importance to its customers and the
mcasures that Tri County takes to protect CPNI, all cmployces are required to
attend training scssions (or independently view a recorded training session)
eonducted by '1'ri County's Corporate Counsel that ontlines these responsibilitics,
In addition, Tri County employecs that hold positions Iflr whieh use or disclosure
ofCPNI is required are specifically traincd to comply with the nuances ofrulcs
that govern the use and disclosure ofCPNI. Employees at alllevcls have also
undertaken training conducted by various outside institutions, including trade
organizations.

(3) All employees are trained to undcrstand thc practice of pretexting, how prctexting
violates eustomer privacy and violates the Commission's rulcs, how to identify
attempts at pretexting and other unauthorized breaehes ofCPNI seeurity, and how
engage their supervisors to begin to report attempts at pretexting,

(4) As part of their regular CPN I training, all employees are instrueted and
eneouraged to direet any question eoneerning the proper treatment ofCPNl to a
supervisor, and all Tri County supervisors may direct questions concerning the
proper treatment oCCPNI to Tri County's Corporate Counsel. Tri County's
scnior management as well as its Corporate Counsel are all regularly engaged in
compliancc and are ultimately responsible f(lr oversecing compliance with thc
Commission's rules,

Spcciiically, Tri County has enactcd procedures to comply with the fflllowing
Commission rules, compliancc with which is ensurcd by thc procedures outlined ahove,



(l) Tri County provides wireline local and interexchangc service. Tri County only
uscs CPNI without customcr approval pursuant to 47 U.S.C. §§ 222(c)-(d),
section 64.2005 of the Commission's rulcs, and where clsewhere spccifically
permitted by law. Where such use is prohibitcd without customer authorization,
Tri County solicits opt-out approval and provides notices and solicits such
approvaliiom its customers consistcnt with notice and consent requirements of
sections 64.2007-64.2008 ofthe Commission's rules. Tri County docs not
currently usc, disclose or permit access to CPNI in a manner that requires
ohtaining opt-in consent fi'om its customers.

(2) All outbound marketing efforts arc coordinated by Tri County's Internal
Operations Manager and its Marketing Dircctor, both of whom are trained in the
proper use and disclosurc ofCPNI such that ifany marketing emlrt uses CPNI,
compliance with the Commission's CPNI rules can be ensured. Further,Tri
County has in place a computer system by whieh a customer's CPNI approval ean
be clearly established, and records of the usc of CPNI arc kept pursuant to section
64.2009 of thc Commission's rules. 1'ri County cmployccs have received training
that any failure ofTri County's opt-out meehanism requires notification to the
Commission.

(3) At this time,. independent contractors and third parties arc only engaged by the
company as neecssary to render, bill, or collect fel!' scrviccs. A "trusted third
party" is employed to aid 1'ri County in fultilling its rcsponsibilities regarding
lawful interccption of communications and rcleasc of subscriber infeJrlnation,
though such disclosure is only made "as requircd by law," 47 U.S.C. § 222(c)(l),
and only for such purposes.

(4) As of December 8, 2007, 1'ri County authenticates customers pursuant to scction
64.20 I0 of the Commission's rules prior to disclosing CPN I based on customer
initiated contact via telephone or in person regardless of whether the subject of
such contact is call detail infeJrillation or other CPNI. Unlcss otherwisc allowcd
by, fe)r cxample, section 64.201 O(b) with respect to call detail infellmation
provided by the caller himselt; 1'ri County only discloses such infeJrination during
a telephone conversation or online ailer a customer has been authenticated by an
established password (back-up authentication has been established and opcrates
without prompting and is not bascd on readily availablc biographical
information). Where no password is provided, call detail infemnation is disclosed
only by calling the phone number of record or mailing the in{emmltion to thc
addrcss of rccord. 1'ri County requires a photo lD bele)!T such disclosure is madc
in pcrson. Fnrther, 1'ri County has procedures in place and has trained its
employees to notify customers of account changcs consistent with scction
64.20 Ioef).

(5) 'rri County also has in place procedures, consistent with section 64.2011 of the
Commission's rules, to notify law enfelrcemcnt and affected customcrs of



breaches of CPNJ privacy. Further, Tri County has procedures to maintain
records of such breaches Ie)]" at least two years consistent with section 64.201 led).

These general procedures and specific rules and compliance procedures together ensure
compliance with the Commission's CPNI rules, as well as the requirements of47 u.s.c.
§ 222(e).


